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Firewalls are a necessary component to help ensure an organization’s network is secure. There is no 

one device that can prevent all attacks, however, firewalls play a very important role and act as a 

shield between a PC and unwanted visitors from the internet. A firewall’s main objective is to block 

unwanted traffic from penetrating networks with malicious viruses, worms and any other threat. 

Having a solid Firewall Policy in place can help  protect and enhance an organizations network secu-

rity. 

 

Today companies have several firewalls each with their own set of rules, parameters and specific 

duties. Over time keeping up with all those devices and their specific requirements can become 

overwhelming and time consuming for many IT departments. A Firewall Policy can help simplify man-

aging all the devices by detailing how an organization wants firewalls to handle inbound and out-

bound network traffic and achieve improved operations, security and compliance. 

 

 Here are a few suggestions that can be implemented in a firewall policy: 

 Make your rules simple-The best way to make things uncomplicated is to establish a basic 

“deny” filter. 

 

 Document the rules- It is 

important to know who set the 

rules, why the rules were imple-

mented and who changed the rules. 

Having the rules written down gives 

those involved in managing the fire-

walls an exact understanding of the 

intentions of those rules in the 

event they need to be changed. 

Knowing who put the rule in place 

provides a point of contact for 

questions if ever an issue arises. 

Also, make sure any rule changes is 

in compliance with your organiza-

tions policies. 



Continue from page 1 

 

 Eliminate conflicting 

rules-Firewall rules are com-

plex and sometimes can be 

confusing to an administra-

tor. On occasion rules can 

overlap and create conflict 

with an existing rule. Make 

sure all rules are clear to 

avoid this issue. 

 

 Review your firewall poli-

cy at least two times a 

year-Many organizations 

change policies and compli-

ance standards which may 

affect how you enforce traffic 

on the firewalls. 

 

 Conduct risk analysis- A 

Risk analysis will help to de-

velop a list of the types of traffic needed by the organization and how they must be secured. This should include which 

types of traffic can pass through a firewall and under what circumstances. 

 

Firewalls are not a one size fits all solution and must be configured to what best fits the needs of the organization. The above 

suggestions are to raise awareness on the importance of having a policy that enhances an organizations security. The policies 

implemented have to benefit an organizations networks and network administration teams so they can effectively and efficiently 

manage the firewalls. Having a solid Firewall Policy can help streamline the rules process and reduce the risk of attack while 

decreasing the volume of traffic carried on organization’s networks.  

 

 

 

 

Sources: 

http://searchsecurity.techtarget.com/tip/Firewall-best-practices 

http://csrc.nist.gov/publications/nistpubs/800-41-Rev1/sp800-41-rev1.pdf 
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Your Wireless Keyboard Could Be Vulnerable 

 

 
Wireless devices provide users with the flexibly to move around without wires and cords. Wireless technology has advanced 

throughout the years but have you ever wondered how secure your wireless keyboard is? All wireless peripherals have the 

ability to be hacked and recently researchers have found flaws in these wireless accessories that can put users at great risk. The 

possibility of a cybercriminal gaining access to these devices is becoming more common. 

 

Wireless hacking is not new especially with keyboards. But earlier this year hackers found a very inexpensive way of attacking 

innocent users of these devices. With a $15.00 purchase of a USB charging device called a Keysweeper a hacker can track every 

key stroke or click.  The hacker can gather information from nearby wireless keyboards and then send it to themselves remote-

ly. The device is able to detect certain information that is being typed such as credit card information and social security num-

bers. It also has the ability to decrypt and log all information entered by the user using the wireless keyboard. Hackers see a 

great advantage using this device because they do not need physical access to the target and the device goes unrecognizable to 

the victims.  

 

The Bastille Research team found the security vulnerability in wireless keyboards earlier this year and called it “Keysniffer”. 

What gave them cause for concern was that even if the keyboards encrypted their communication, it didn’t properly authenti-

cate the devices; they described it like “having an expensive deadbolt and leaving it unlocked”. Therefore the attackers could 

obtain passwords, security settings and other important information that could be detrimental to individual users or companies. 

The vulnerabilities fell into one of three categories: keystroke injection to spoof a mouse, to spoof a keyboard and forced pair-

ing. A hacker could literally walk into a business or bank and, within a matter of seconds, remotely take over as if they were 

sitting right in front of the target’s computer and make commands from the victim’s mouse and keyboard and ultimately steal 

sensitive and personal information. The Bastille Research team tested several well-known manufactures keyboards and found 

KeySniffer affected many of them. They also tested the range of which an attacker can successfully infiltrate a user’s wireless 

keyboard and found that even as far as 590 feet away a wireless keyboard could be compromised. 

 

Users of these wireless devices are worried about the possibility of being hacked and are becoming more overwhelmed about 

how many ways cybercriminals can steal sensitive information. Experts recommend that users of vulnerable keyboards should 

replace them or switch to Bluetooth or wired keyboards in order to protect themselves from keysniffing attacks.  But the saf-

est route may be to give up on wireless peripherals altogether.  

 

Source: 

http://blog.emsisoft.com/2015/01/15/keysweeper-proof-that-its-relatively-simple-to-hack-a-wireless-keyboard/ 

https://www.wired.com/2016/02/flaws-in-wireless-mice-and-keyboards-let-hackers-type-on-your-pc/ 
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